
 
 
 
 

½Y�ËY�{�Y|¿Zf�Y���
�Á�ËY
Ê��ÉY�ÉM������ 

��

 
 
 

½Y�ËY�Ê»Ô�Y�É�ÂÆ¼m��
Islamic Republic of Iran 

��

 ISIRI-ISO/ IEC 
21827 

µÁY�_Zq ½Y�ËY�Êf À��cZ¬Ì¬ve�Á�{�Y|¿Zf�Y�½Z»�Z�  1st. Edition 

� �Institute of Standards and Industrial Research of Iran  

 

��

��
cZ�Ô�Y�É�ÁZÀ§±�ÊfÌÀ»Y�½ÂÀ§±� �

ZÅ�Ä¿Z»Z��dÌÀ»Y�Ê�|ÀÆ»±��dÌ¸]Z«�µ|»
|����

�CCM®�SSE� 

 
 

Information technology � Security 
techniques �  Systems Security 

Engineering � Capability 
Maturity Model® (SSE-CMM®) 

 
��
��
 
��
��
��
��
��
��

ICS 35.040 

Identical with  
   ISO/IEC 21827: 2008

 

id17002156 pdfMachine by Broadgun Software  - a great PDF writer!  - a great PDF creator! - http://www.pdfmachine.com  http://www.broadgun.com 



�[ 
 

]�Ä�Y|y�¹Z¿� �
½Y�ËY�Êf À��cZ¬Ì¬veÁ�{�Y|¿Zf�Y�Ä��Â»�Z]�ÊËZÀ�M 

�Ã{Z»�®Ë|À]�\mÂ»�Ä]�½Y�ËY�Êf À��cZ¬Ì¬veÁ{�Y|¿Zf�Y�Ä��Â»���Á�Y|¿Zf�Y�Ä��Â»�cY��¬»Á�¾Ì¿YÂ«�sÔ�Y�½Â¿Z«
�ÃZ»�¾¼Æ]�[Â�»,½Y�ËY�Êf À��cZ¬Ì¬ve����f�Y��¿Á�¾ËÁ|e�,¾Ì e�Ä¨Ì�Á�Ä¯�d�Y��Â�¯�Ê¼����m�»�ZÆÀe�{�Y|¿Z

ÉZÅ�Ê¸»���Ê¼�����{�Y{�Ã|Æ��]�Y��½Y�ËY���
Ä��Â»�½Z�ZÀ��Z¯�Y�\¯�»�ÊÀ§�½ÂÌ�Ì¼¯�¦¸fz»�ÉZÅ�Ã�Âu��{�{�Y|¿Zf�Y�¾ËÁ|e��cZ��Â»Á��¯Y�»�½Y��¿�\uZ�

|Ì·Âe�,�Ê�ÅÁ�a�,Ê¼¸�É���ËY���Ä]�ÄmÂeZ]�Á�Ê¸»�t·Z�»Z]�¹Z´¼Å�Ê��Â¯Á�{Â��Ê»�¹Zn¿Y��^e�»Á�ÃZ³M�É{Z�f«YÁ
Á�É�ÁZÀ§�,É|Ì·Âe�¥��»�,�½Z³|ÀÀ¯�|Ì·Âe�¶»Z��,��¨¿Á�ªu�½Z^uZ��Ä¿Z¨�À»Á�Ä¿ZÅZ³Y�d¯�Z�»��Y�Ä¯�d�Y�É�Zne

�Ê»�¶�Zu�Êf·Á{�Ì£Á�Êf·Á{�ÉZÅ�½Z»�Z��,�ZÅ{ZÆ¿�,Ê��zeÁ�Ê¼¸��¯Y�»�,½Z³|ÀÀ¯{�YÁÁ�½Z³|ÀÀ¯�{Z��,�½Z³|ÀÀ¯
{Â��½ÂÌ�¼¯LZ��Y�Á��¨¿�É}��mY�»�Ä]�ÊÅYÂy���¿�ÉY�]�Ê¸»�ÉZÅ�{�Y|¿Zf�Y��ËÂ¿��Ìa��µZ��Y�Ä�Â]�»�ÊÀ§�ÉZÅ

{Â��Ê»� ��½YÂÀ�� Ä]�\ËÂ�e�c�Â��{� s��� Äf��� ½M� Z]��^e�»�Ê¸»� ÄfÌ¼¯�{� ZÅ{ZÆÀ�ÌaÁZÅ��¿�d§ZË�{� �Y��aÁ
Ê¸»�{�Y|¿Zf�Y�Ê¼������{Â��Ê»���fÀ»Á�_Zq�½Y�ËY���

ÌÆe�Ã|��¾ÌÌ e��]YÂ��dËZ���Z]��Ì¿�sÔ��É}�|À»�Ä«Ô��ÉZÆ¿Z»�Z�Á�cZ��Â»�Ä¯�ÊËZÅ{�Y|¿Zf�Y��ËÂ¿��Ìa�Ê»�Ä
�Ê¸»�{�Y|¿Zf�Y�½YÂÀ��Ä]� ,\ËÂ�e�c�Â���{Á�Ê���]�Á�s���Ê¸»�ÄfÌ¼¯��{�|ÀÀ¯��Ê¼����{Â��Ê»���fÀ»Á�_Zq

�� Ã�Z¼��½Y�ËY�Ê¸»� {�Y|¿Zf�Y� �{� Ã|�� Äf�Â¿� {Z¨»��Z�Y�]� Ä¯� {Â��Ê»�Ê¬¸e�Ê¸»�ÊËZÅ{�Y|¿Zf�Y� ,\Ìe�e�¾Ë|]��
°�e�{�Y|¿Zf�Y�Ä��Â»�Ä¯�Ä�Â]�»�{�Y|¿Zf�Y�Ê¸»�ÄfÌ¼¯�{Á�¾ËÁ|e�|�Z]�Ã|Ì���\ËÂ�e�Ä]�|Å{�Ê»�¶Ì���

�{�Y|¿Zf�Y�Ê¸¸¼·Y�¾Ì]�½Z»�Z��Ê¸�Y�ÉZ��Y��Y�½Y�ËY�Êf À��cZ¬Ì¬veÁ�{�Y|¿Zf�Y�Ä��Â»�ISO�����¾Ì]�½ÂÌ�Ì¼¯
®ÌÀ°eÁ�f°·Y� � Ê¸¸¼·Y�IEC�� Ê¿Â¿Z«� Ê�ZÀ�� Ã�Y|¿Y� Ê¸¸¼·Y� ¾Ì]� ½Z»�Z�Á� �OIML����]Y�ZÆÀe� ½YÂÀ�� Ä]Á� d�Y��

ÊËY~£��¯|¯�½ÂÌ�Ì¼¯�CAC���¯�{|À¯�Ê»�dÌ·Z §�Â� � �{e�Ä]� ÄmÂe�¾¼��½Y�ËY�Ê¸»�ÉZÅ� {�Y|¿Zf�Y�¾ËÁ|
�ÉZÅ�{�Y|¿Zf�Y�Á�½ZÆm�Êf À�Á�ÊÀ§�,�Ê¼¸��ÉZÅ�d§��Ìa�¾Ë�yM��Y�,��Â�¯��Zy�ÉZÅ�É|À»��ZÌ¿Á�Ê¸¯��ËY��

{Â��Ê»�É�Ì³�Ã�Æ]�Ê¸¸¼·Y�¾Ì]���
��ÊÀÌ]��Ìa�¾Ë�YÂ»�dËZ��Z]|¿YÂe�Ê»�½Y�ËY�Êf À��cZ¬Ì¬veÁ{�Y|¿Zf�Y�Ä��Â»�¥��»�Y�dËZ¼u�ÉY�]�½Â¿Z«�{�Ã|

�Ê�Ìv»� d�Ë�� cZ�uÔ»Á� cÓÂ�v»� dÌ¨Ì¯�Y� ½ZÀÌ¼�Y� µÂ�u,Ê»Â¼�Á� É{�§� ÊÀ¼ËYÁ� d»Ô�� �¨u,½Z³|ÀÀ¯
� Á�Â�¯� ¶yY{� É|Ì·Âe� cÓÂ�v»�ÉY�]� Y�� ½Y�ËY� Ê¸»� ÉZÅ� {�Y|¿Zf�Y�Y� Ê� ]� ÉY�mY� É{Z�f«YÁ� 
�ÊeY{�YÁ� ¹Ô«Y� ZË

|ËZ¼¿�É�Z^mY�,{�Y|¿Zf�Y�Ê·Z��ÉY�Â��\ËÂ�eZ]���cÓÂ�v»�ÉY�]�Ê¸¸¼·Y�¾Ì]�ÉZÅ�Y�Z]��¨u�Â�À»�Ä]�|¿YÂe�Ê»�Ä��Â»
|ËZ¼¿�É�Z^mY� Y��½M�É|À]�Äm�{Á�ÊeY�{Z��ÉZÅÓZ¯�{�Y|¿Zf�Y�ÉY�mY�,�Â�¯��Ä]�½|Ì�z]�½ZÀÌ¼�Y�ÉY�]�¾ÌÀr¼Å�Á

³��Á|�Á�É�Ì¼»�,Ê���Z]�,�Ã�ÁZ�»�,��Â»M�ÄÀÌ»���{�,µZ §�cZ��Â»�ÁZÅ�½Z»�Z��cZ»|y�Y�½Z³|ÀÀ¯�Ã{Z¨f�Y�ÊÅYÂ
Ä¿Z»Z��½ÂÌ�Y�^Ì·Z¯�¯Y�»Á�ZÅ�ÃZ´�ËZ»�M�,�Ê�Ìv»�d�Ë��dË�Ë|»Á�dÌ¨Ì¯�ÉZÅ��ÊnÀ�YÁ���Ä��Â»�,�nÀ��¶ËZ�Á

�c�Â��{Á� |À¯� Ê»� Ê]ZË��Y� ½Y�ËY�dÌuÔ�|ÌËZe� ¹Z�¿��]YÂ���Z�Y�]Y��cZ��Â»� ZÅ� ½Z»�Z�� Ä¿Â³� ¾ËY� {�Y|¿Zf�Y
�°¸¼��]�Á�LZ��Y�ZÆ¿M�Z]�dÌuÔ��|ÌËZe�ÊÅYÂ³,¹�Ó��ËY���Y�uY|À¯�Ê»�c�Z�¿�ZÆ¿M�{���Z°Ë�Ê¸¸¼·Y�¾Ì]�ÃZ´f�{�lËÁ�e

�½ÂÌ�Y�^Ì·Z¯�ÉZÅ�ÊnÀ�YÁ����ZÌ��¾ÌÌ e�,�nÀ��¶ËZ�Á§�t����Z¬e�Y�ÉY�]�É{�]�Z¯�cZ¬Ì¬ve�¹Zn¿YÁ�ZÆ^¿Y�³�cY�¸
�d�Y�Ä��Â»�¾ËY�¦ËZ�Á��´Ë{��Y�½Y�ËY�Ê¸»�ÉZÅ�{�Y|¿Zf�Y����
��

                                                 
��
½Y�ËY�Êf À��cZ¬Ì¬veÁ�{�Y|¿Zf�Y�Ä��Â»��

1- International  Organization for standardization 
2 -International  Electrotechnical commission 
3 - International  Organization for Legal Metrology (Organization International  de Metrology Legal ) 
4 � Contact  point  
5 � Codex  Alimentarius  commission   
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½ZÌ¿Y�ËY�ÉY�Ä§�u�ÉZ¼ÀÅY���{�Ã�Z�Y�{�Â»�~Ì¨Àe��Á��ÉZÀ^»��]�,ISO/IEC Guide 21-1�����Ë~a
ÉZÅ{�Y|¿Zf�Y� Ê¸»� ZË� ÉY� Ä¬�À»��¾Ì]�Ê¸¸¼·Y� 
ÉY� Ä¬�À»��{�Y|¿Zf�Y� ­�Y|»� �´Ë{� Á� ��½YÂÀ�� Ä]
�{�Á�ÄÌÆe�,½Y�ËY�Ê¸»�{�Y|¿Zf�Y��¾Ì¼Å{�Á�|�°Ë�{�Y|¿Zf�Y�Ê¸»�ÄfÌ¼¯�ÄÌ�ÔmY�Ã{Y{�É�ÁY�§�Á�Ä¿ZËY�
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������Ã{Z»�®Ë�|À]�{ZÀf�Y�Ä]�®ÀËY� ,d�Y�Äf§�³��Y�«�\ËÂ�e�{�Â»���sÔ�Y�½Â¿Z«
Zf�Y� ½Z»�Z�� cY��¬»Á� ¾Ì¿YÂ«� ÃZ»� ¾¼Æ]� [Â�»� ½Y�ËY� Êf À�� cZ¬Ì¬veÁ� {�Y|¿�����½YÂÀ�� Ä]� ,

{{�³�Ê»���fÀ»�½Y�ËY�Ê¸»�{�Y|¿Zf�Y� 

�Á�¹Â¸�� ,�ËZÀ��ÄÀÌ»���{�Ê¿ZÆmÁ�Ê¸»�ÉZÅ�d§��Ìa�Á�cÓÂve� Z]�Ê´ÀÅZ¼ÅÁ�Ê»Z´¼Å��¨u�ÉY�]
�]�Ä¯�É{ZÆÀ�Ìa��Å�Á�|��|ÅYÂy���¿�|Ë|ne�¹Á�·��«YÂ»��{�½Y�ËY�Ê¸»�ÉZÅ�{�Y|¿Zf�Y�,cZ»|y�ÉY

�{�Â»��Â]�»�ÊÀ§�½ÂÌ�Ì¼¯��{���¿�|Ë|ne�¹Z´ÀÅ��{�,{Â��ÄWY�Y�ZÅ�{�Y|¿Zf�Y�¾ËY�¶Ì¼°e�ZË�sÔ�Y
d§�³�|ÅYÂy��Y�«�ÄmÂe��|��|ÅYÂy�Ã{Z¨f�Y�ZÅ�½M���¿�|Ë|ne�¾Ë�yM��Y�Ã�YÂ¼Å�¾ËY�]ZÀ]� 
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ISO/IEC 21827: 2008 , Information technology � Security techniques � Systems 
Security Engineering � Capability Maturity Model (SSE-CMM®) 
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d�Y� 

���d/ÌÀ»Y�Ê/�|ÀÆ»�¾ÌÌ e�,{�Y|¿Zf�Y�¾ËY�¾ËÁ|e��Y�¥|Å�Ä¿Z»Z/����Z/Å±�����|/���d/Ì¸]Z«�µ|/»��SSE-

CMM®�|�Z]�Ê»�,��SSE-CMM® ���/]�d�Y��m�»�|ÀËY�§�µ|»�®Ë�Ä¯ÉY��cZ/»Y�·Y����É�Z/��Ã{Z/Ìa
�®Ë��{�dÌÀ»YÄ¿Z»Z��Y�É���®Ë�ZË�Á��Ä¿Z»Z���������cZ/�Ô�Y�É�ÁM�¾/§�d/ÌÀ»Y�Ä/À»Y{�Ä/¯��^e�/»�ÉZÅ

(ITS)��Ê»��¯�¼e�,|�Z]�Ê»�|À¯���
SSE-CMM®��ÄÀ»Y{��{ITS����Ä/]�Ê]ZÌf/�{�ÉY�/]�Z¬]Z��Ä¯�ÊËZÅ|ÀËY�§�ÉÁ���]�,����É�ÁM�¾/§�d/ÌÀ»Y

cZ�Ô�Y��ITS����Ê/»��¯�¼e�ZÅ|ÀËY�§�½M�|���ÉÁ��Ã�ËÁ�Ä]�Á�|Àf§�³�Ê»��Y�«�Ã{Z¨f�Y�{�Â»�/¯�{����{
SSE-CMM®�ÀËY�§�½Z»�Z��®Ë�Ä]�Ã{Z¨f�Y�dÆm��Zy�É|{Â��Ê¼¿�¶Ì¼ve��¬§�Ä°¸]�,�®Ë��Á�

Ê�ZÀ��Ã�ËÁ�|�Z]�Ê»��¥|Å������Y�Ã|/ÀÀ¯�Ã{Z¨f/�Y�½Z»�Z/��Ä/¯�d�Y�¾ËYSSE-CMM® ��Z/vÌm�e���Y
�{Ây�{ÂmÂ»�ÉZÅ|ÀËY�§�|Àf�»�ÉZÅ�¶¼ ·Y�Âf�{��´Ë{��Z�Y��]�Ä¯ITS��,|À�Z]�Ê»|À¯�Ã{Z¨f�Y���

�Ë��{�YÂ»�¶»Z��¥|Å�¾ËY�{Â��Ê»���
� �dÌÀ»Y�Ê�|ÀÆ»�ÉZÅ�dÌ·Z §Ä¿Z»Z���ZË�¾¼ËY�µÂ�v»�dÆm��{Y�Ä¿Z»Z��Äy�q�Ä]�¾X¼�»�É

�¶»Z¯�¼���,�ºÌÅZ¨»�¦Ë� e¶Ì¸ve�É|À»�ZÌ¿��/]�,\�¿�,É�Z��Äq�Zb°Ë�,Ä �Âe�,ÊuY���,ZÅ�Ä
]�Á�É�Y|Æ´¿�,É�Y|¿Y�Z¯�Ä�Z¯½{�]�{�Y{�a�Ê»�{|n»�� 

� cZ»Y�·Y��/ÀÅ{�Ä �Âe�,µÂ�v»�½Z³|ÀÅ{�Ä �Âe�ÉY�]���½Z³|/ÀÀ¯�¹Z/£{Y�Á�½Z³|�Ä¿Z»Z/����ÉZ/Å
�����Y���eÂÌb»Z/¯�d/ÌÀ»Y�Ê/�|ÀÆ»�Á��eÂÌb»Z/¯�ÊfÌÀ»Y�ÉZÅ��ËÁ���Ä¯�ÊËZÅ�½Z»�Z��,ÊfÌÀ»Y

ÄÌÆe�|ÀÀ¯�Ê»� 

� Ê»Z¼e��,dÌÀ»Y�Ê�|ÀÆ»�ÉZÅ�½Z»�Z���YÂ¿Y�º�YÉ�Zne�ÉZÅ�½Z»�Z���Y,��Á�Êf·Á{´ÀÅ�§��{�Ê
|À�Z]�Ä¯�ÉY�Ã�Y|¿Y��Å� 

��
Ä°ÀËYSE-CMM® �ÉY�]��z�»�µ|»�®Ë��ZÀ »�½Y|]�,d�Y�dÌÀ»Y�Ê�|ÀÆ»�dÌ¸]Z«�Ê]ZË��Y�Á�{Â^Æ]

��ËZ���Y�Y|m�|ËZ]�dÌÀ»Y�Ê�|ÀÆ»�Ä¯�d�Ì¿¹Z�¿�|�Z]�Ê�|ÀÆ»�ÉZÅ���°���]��Á��É�Z/��Äq�Zb°Ë�,
�|���Ä]SSE-CMM®,�¾ËY��{�Y���Â�Â»����Y����{�dÌÀ»Y�Ä¯�{�Y{���¿¹Z�¿��Ê�|ÀÆ»�ÉZÅ��|À¿Z»
Ä¿Z»Z���Y�§Y�dz��Á��Y�§Y�¹�¿�,ZÅ��Â¨¿�������É{�YÂ/»�¾Ì/Àq�Ä/]�¾fyY{�/a�ÉY�/]�Y��µ|/»�ÉY�mY�Á�{�Y{�}

                                                 
1
�- Systems Security Engineering- Capability Maturity Model(SSE-CMM®) 

2
�-Information technology security. 
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2-1  ISO/IEC 15504-2, Information technology � Process assessment � Part 2: 

Performing an assessment��
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1
�-Coordinate Practices 


